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ABSTARCT

Present paper demonstrates a novel approach footeraystem accessing and network security
techniques. This paper contains five sections amghrozed as follows. Section 1 describes an
overview of frequently occurring network attacksdastiscusses related earlier research works
carried out so far, also presents the experimergallts. Section 2 describes some basic concepts
of Internet Protocol (IP) address, special casesPofaddresses, conversion of a DNS IP address
into a normal IP address, and ruling for InternetoRocol address. Section 3 discusses remote
system accessing through various experimental tqaba such as instant messaging software,
through websites, HTTP and scripting methods, eradders, internet relay chat (IRC), and
netstat. In addition to that, the present papemalscludes a brief discussion on various counter-
measures that can be taken to prevent a systenherh@esktop or any system in a network to be
get accessed from outside the network (to whibkldngs) without the knowledge of administrator.
In section 4, two experimental techniques for lgdif addresses have been proposed. Finally, the
outcomes of our current study have been summanizedr conclusive observations in section 5.
We remark here that some experimental techniquelerexi herein for remote system accessing
and network security are much more efficient indbeection of network intrusions, compared with
network based techniques; therefore, the propogedrenental techniques are useful particularly
for network users.

Keywords:. Internet protocol address, remote system acapssaiwork security, instant messaging
software, internet relay chat, netstat,
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INTRODUCTION

With the exponential development of computer nekwtechnologies and applications in all
emerging fields of science and technology, inn@retion remote system accessing and network
security techniques carried out by previous resemschave been greatly recognized because of
increasing demand both in number and severity. Mbkaning of the term computer security has
evolved in recent years. Before the problem of datairity became widely publicized in the media,
most people’s idea of computer security focusedttan physical machine. Usually, computer
facilities have been physically protected for three reasons:

= To prevent theft of or damage to the hardware
= To prevent theft of or damage to the information
= To prevent disruption of service

Strict procedures for accessing to the machine ramnused by various organizations, and these
procedures are often an organization’s only obvmaputer security measures. Today, however,
with pervasive remote terminal access, communigatiand networking, physical measures rarely
provide meaningful protection for either the infatnon or the service; only the hardware is secure.
Nonetheless, most computer facilities continuertdget their physical machine far better than they
do their data, even when the value of the dataeieral times greater than the value of the
hardware.

The U.S. Department of Defense has establishenlits definition of computer security, accepted
in Trusted Computer System Evaluation Criteria @#&pent of Defense 1985), also called “the
Orange Book” after the color of its cover /and ladtexr shortened to “the Criteria”). The document
employs the concept of a trusted computing bassgnabination of computer hardware and an
operating system that supports untrusted applicatamd users. The seven levels of trust identified
by the Criteria range from systems that have mihinatection features to those that provide the
highest level of security modern technology cardpoe (tablel.1). The Criteria attempts to define
objective guidelines on which to base evaluatidnsoth commercial systems and those developed
for military applications. The National ComputercBaty Center, the official evaluator for the
Defense Department, maintains an Evaluated Prodistt®f commercial systems that it has rated
according to the Criteria. The Criteria is a tecahdocument that defines many computer security
concepts and provides guidelines for their impletaigon. It focuses primarily on general-purpose
operating systems. To assist in the evaluationetiorks, the National Computer Security Center
has published the Trusted Network Interpretatioatidhal Computer Security Center 1987), which
interprets the Criteria from the point of view oktwork security. The Trusted Network
Interpretation identifies security features not tared in the Criteria that apply to networks and
individual components within networks, and showswhthey fit into the Criteria ratings.

It is unfair to fault vendors entirely for this laof attention to security. While customers may tvan
improved security, they usually have second thaugliten security features adversely affect other,
“more important” features. Since few customersvaiting to pay extra for security, vendors have
had little incentive to invest in extensive seqgurit enhancements.

A few vendors have taken steps to help the fewrggetonscious customers who are willing to
invest in additional protection. These customecduithe not only the government but some banks,
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manufacturers, and universities. Several add-oargg@ackages for major operating systems have
been on the market for some time. The most notaibleese are CGA Software Products Group’s
TOP SECRET, Uccel Corporation’s ACF2, and IBM’'s RACall for IBM’'s MVS operating
system. Stronger mandatory controls designed timtbgrated into the operating system appear in
SES/VMS, an enhancement to VMS offered by Digitgligment (Blotcky, Lynch, and Lipner
1986), and are under development in the Sperry (bowvsys) 1100 operating system (Ashland
1985). These packages and enhancements are comlhgesastainable in spite of their significant
purchase and administrative costs. Several venldave made a substantial investment in
internal security enhancements to their opeyatystems without cost add-ons. These systems
include DEC’s VMS and Honeywell’'s Multics (Organick972; Whitmore et al. 1973). Control
Data has also incorporated security enhancemetastsnNOS operating system. Honeywell was
the first to offer commercially a highly secure momputer, the SCOMP (Fraim 1983), based on a
security kernel. Gemini Computers offers the GEMSip8rating system, also based on a security
kernel (Schell, Tao, and Heckman 1985). Thus, ditee shows that some venders paid their
attention to take initiative steps in connectiomhwsecurity-conscious customers who are willing to
invest in additional protection. Likewise, sevepaevious researchers confined their attention to
contribute in connection with remote system acogssind network security. Some of these
noteworthy researchers [1, 2, 4, 6, 8, 10, 18219,.23] are worth mentioning for their significant
contribution in this direction. Some other researsh(e.g. [3, 7, 9, 11...14, 16, 19 & 20])
contributed to explore different techniques andt dmsnefit models in different framework of
software testing and network security. Moreoverwarth mentioning textbook authored by
Oollmann (1999) can be refereed on the subjectrudion Detection System (IDS) as a key
technique in network security domain was sugge$igdsandhi and Srivatsa [7]. It is worth
mentioning hare that main purpose of IDS is to foodl intrusions among normal audit data and this
can be considered as classification problem. Imdrusletection systems (IDS) are an effective
security technology, which can detect, prevent aodsibly react to the attack. It performs
monitoring of target sources of activities, suchaaslit and network traffic data in computer or
network systems, requiring security measures, anglays various techniques for providing
security services. With the tremendous growth afvoek-based services and sensitive information
on networks, network security is becoming more awade important than ever before. Symantec in
a recent report uncovered that the number of fgshattacks targeted at stealing confidential
information such as credit card numbers, passwairs other financial information are on the rise,
going from 9 million attacks in June 2004 to ov8rrillion in less than a year. One solution to this
is the use of network intrusion detection systeRI®E), which detect attacks by observing various
network activities. It is therefore crucial thathusystems are accurate in identifying attacksgkqui
to train and generate as few false positives asilples

Here in the present paper, a brief discussion emy#iving related to Internet Protocol addresses and
various useful accessing techniques have been deratad by which a system can be accessed in
any network from any system outside that networle Y¥mark here that the remote system
accessing and network security techniques suggestdte present paper are very simple to
understand and implement. Since any attacker akera can use any of these techniques, and
cause a great harm to any other system administrate necessary to all the networked users like
LAN and Internet users to be cautious from thepedyof persons and activities while surfing in
any network like LAN or Internet. Even, various &gof counter-measures as precautions are also
stated with these accessing techniques. Experiteggialts have demonstrated that this model is
much more efficient in the detection of networkrusions, compared with network based
techniques. It is recommended here to the entierret and other network loving persons to be
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alert from them as without knowing you the haclarsrackers used to break into your systems and

play around as they feel like.

Table 1.1: Seven levels of trust identified by @réeria range from systems

Al Verified Design Formal top-level specification and verification,
formal covert channel analysis, informal code
correspondence demonstration
B3 Security Domains Reference monitor (security kernel), “highly
resistant to penetration”
B2 Structured Formal model, coverthannels congained security-
Protection oriented architecture, “relatively resistant to
penetration
Bl Labeled Security Mandatory access controls, security labeling,
Protection removal of security-related flaws
Cc2 Controlled Individual accountability, extensive
Access auditing, add-on packages
C1 Discretionary Discretionary access controls, protection against
accidents among cooperating users
D Minimal Unrated
Protection

MATERIAL AND METHODS

Basic Conceptsof Internet Protocol (IP) Address

As people have home addresses, telephone numbsosnerother identities that others can be used
to contact them or uniquely identify them in a gvoof people, every system connected to the
Internet or to a particular network has its ownqueei Internet protocol address or IP address. IP
address is important because it represents outitigen the Internet. It is the address to which al
data is sent and received. Later we shall be dssog®verything that you would ever want to know
related to IP addresses.

Different Types of |P Addresses

You have learned that an IP address is a decinmatioo of a computer's address in the computerddvd he address
of a computer does not necessarily have to beeimthted-decimal format. It can be represente@werml other ways,
including the following:

e Domain Name System (DNS): If an IP address is represented in the form ofnduor
recognizable characters and names (for example,.govogle.cony then it is said to be in the
form of DNS.
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* DWORD Format: DWORD (short for 'double word") basically consistdwo bi-nary ‘words’
(or lengths) of 16 bits, but is almost always repreed in the decimal number system (that is,
having a base 10). An example of a DWORD IP addiss403A8ED4, which, when
represented in the form of a decimal number systéma base 10, becomes 1077579476.

* Octal System: If an IP address is represented in the octal systBen it means that it is
represented in the base-8 system (for example//QitpO.0092.0117.0396

* Hexadecimal System: If an IP address is represented in the hexadecsystem, as is
403A8ED4, then it is represented in the base-1&BysS

» Cross Breed: If an IP address is represented using a mixturgvofof any of the preceding
systems, then it is said to be a 'cross breedyo{ifcreate a cross-breed |IP address, note that
browser compatibility may become an issue.)

Special Cases of |P Addresses

There are a few special IP addresses on the Ittevhech are used only under special
circumstances:

* The limited-broadcast I P address. The limited broadcast IP address is 255.255.2%96.25
This special IP address is most commonly used duystem setup, when the system has
little idea about its own IP address and subnetesmdd It is also seen quite often in the
routing tables of various systems. Keeping in milAdouting, packets addressed to this
address are never forwarded by routers.

* The network-directed broadcast IP address. This special IP address has the host part
made up of all 255s, with its network part the samethat of the network to which it is
applicable. A typical example is 203.255.255.256¢me the network part of the IP address
is 203 and the remaining part is the host-address Routers usually forward packets
addressed to a network directed broadcast address.

* The sub net-directed broadcast IP address: In such an IP address, the host part of the
address is represented by 255s, whereas the spdanedf the address stands for an actual
sub net.

 All-subnets-directed broadcast |P address. Here, both the host and the subnet part of the
address are represented by 255s. The subnet mas& nétwork must be known wherever
such an address is being used.

* The loopback IP address. This special IP address stands for the local Bgstem. A
packet addressed to the loopback address is actddiressed to the same local machine
from which it originated. In effect, both the soerand destination IP addresses point to the
same system, though their values might be diffesitioopback addresses must have the
network part as 127; the most commonly used lodphddress is 127.0.0.1.

* The zeros IP address. Typically, the 0.0.0.0 IP address is used as #reszIP address.
Such an IP address is mostly seen in a systemfidsglf you see packets being sent from
the zeros IP address, it means that an attackeying to fingerprint the target system (that
is, the system where the log files were examined).

Conversion of aDNSIP Addressinto a Normal |P Address

Now that you have seen the various forms in whithPaaddress can be represented, let's move
on to learning how to convert DN addresses into different forms, using the IP addres
www.yahoo.com as an example. First, let's conventwyahoo.com to its normal decimal-dotted
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IP address. You can easily get the IP addressdohain by simple method name as “ping”. On
command prompt of a system that is connected &riat type ping as shown below and you will

get normal decimal-dotted IP address as shown below

* C:\Documents and Settings\ username>ping yahoo.com

* Pinging yahoo.com [64.58.79.230] with 32 byteslata:
* Reply from 64.58.79.230: bytes 32 time= 702ms TTL= 235
* Reply from 64.58.79.230: bytes 32 time= 702ms TTL= 235
* Reply from 64.58.79.230: bytes 32 time= 702ms TTL= 235
* Reply from 64.58.79.230: bytes 32 time= 702ms TTL= 235

* Ping statistics for 64.58.79.230: Packets: Sedt Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds: Mimim = 712ms, Maximum= 781ms,

Average= 555ms

» The preceding code snippet clearly shows thatldogmal-notation IP address of the target
system is 64.58.79.230.

Ruling for Internet Protocol Address

How do you find out the IP address of your own eys2 Follow these steps:
= Step 1. Connect to the Internet
= Step 2. Launch MS-DOS
= Step 3. Type netstat -n at the prompt.

You will get an output similar to the following tiah2.1:

Table 2.1: Active Connections

Proto Local Address Foreign State
Address

TCP | 192.68.0.23:123046.149.75.83:80 TIME

WAIT

The IP address shown in the Local Address fieldoteenthe IP address of your system. For
example, in this case the IP address of the losem is 192.68.0.23. First two octets of your IP

address will not change whereas the last two optetsably.
Netmask Valuesfor Network ID

A 'netmask value' is a 32-bit value containing bite (255s) for the network ID and zero bits (Os)
for the host ID. Using the netmask value, you casilg determine how many bits are reserved for
the net ID and how many bits for the host ID. lhestwords, by studying the netmask value of an
IP address, you can determine the class to which? aaddress belongs. To find out the netmask

value of an IP address, issue the following command
C:\Documents and Settings\Asim Ahmad>route PRINT

And output is as shown below in table 2.2:
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Table 2.2: Output for given Netmask values efWwbrk ID

e CWINDDWS! system32' cmd.exe

Microsoft Windows XP [Nersion 5.1.26881
(C) Copyright 1985-28081 Microsoft Corp.

G:izDocuments and Settingshasimahmad>route PRINT

Interface List
Bl M8 TCP Loophack interface
Bx2 ...00 13 28 28 3a eh Intel<RY PRO-1B8 UE Metwork Connection - Packet

Scheduler Miniport

Network Destination Netmask Gateway Interface Metric

127.0.0.9 255.0.0.8 127.0.0.1 127.8.8.1
255.255.255.255  255.205.205.205 255.255.255.255

Persistent Routes:
Hone

Port Numbers and Sockets

Every system connected to the Internet has a nuoflg@orts open on it. Ports are basically virtual
doors that allow the inflow and outflow of data keits. Without the opening of ports, no data
communication can take place on a particular systgypically, each time a client establishes a
new connection over the network, a randomly chggehnumber gets opened. Similarly, each time
a service is enabled on a server, it automaticgins a predefined port number and listens for any
clients who might want to establish a connectioypidally, port numbers are of three different
types:

* Well-known port numbers

* Registered port numbers

* Dynamic/private port numbers

Weéell-Known Port Numbers

Well-known ports are those that range in numbeamffbto 1023. Each port in this range usually
has a specific service running on it. In fact, ateinationally accepted port numbers to services
listing (known as Request for Comments or RFC 173@y all services (like FTP, SMTP, POP
and others) to their respective predefined portlmens1 For example, by default the FTP service
usually runs on Port 21 on most servers on therlateln other words, if you find that port 21 is
open on a particular system, then it usually mdaas that system uses FTP to transfer files.
However, it is important to note that system adsimators are not forced to follow the service-to-
port number rule. It is quite possible for a systministrator to choose to run the FTP service
on a port other than 21.

We remark here that some smart system administratior fake services on popular ports in order
to make fool users. For example, a system mightarteke FTP daemon on port 21. Although the
fake FTP daemon might present the same interfaa@dy and response numbers as a real FTP
daemon, however, in reality it might actually rettme intruder's presence sometimes even leading
to the tracing of the intruder!
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Registered Port Numbers

Registered ports are those that range in number 024 to 49151. Ports in this range are not
bound to any specific services. In fact, networkinidjties such as your browser, email client and
FTP client open random ports within this rangenibdate communication with a remote server.

Port numbers within this range are what enabletgosurf the Net, check your email and the like.
That's why if you issue the netstat -a commanddascbver that a number of ports in this range are
open, there's probably nothing to worry about. Pbes are probably just opened temporarily by
various applications to enable them to performt#sks you want them to perform. They act as a
buffer, transferring packets (data) to and from ligppons. For example; when you type
www.hotmail.comin your browser, your browser randomly choosesgstered port and uses it as
a buffer to communicate with the various remoteeer involved. When you close the application,
you will probably find that the port follows sudlosing automatically.

Dynamic or Private Port Numbers

Dynamic or private ports are those that range imler from 49152 to 65535. This range of port
numbers is rarely used by normal applications. dajby, on most occasions, port numbers in this
range are used by malicious programs like Troj&tesjloggers or spyware tools. However, on
certain occasions, even legitimate applicationspasts in this high range. For example, Sun starts
its RPC ports at 32768. If you issue a netstatoramsand and find that a port(s) in this range is
open, then the following steps can be taken tocti¢éhe presence of any malicious tool installed on
your system:

1.Check the Trojan list in Appendix C, 'Trojan PodrNbers,’ to see if the open port numbers on
your system match any of those listed.

2 .If you have a match, it might mean that you havde@an installed on your system. You should
use an appropriate Trojan removal tool to remoeeTitojan infection from your system. If none
of the open port numbers on your system match thietsl in Appendix C, or if the Trojan-
removal software indicates that no Trojan was fouinen you have nothing to worry about.

Remote System Accessing

To get access to a remote system an attacker'saprieam is to obtain remote system’s IP address.
An attacker can obtain the IP address of a rem@tis using a number of different, techniques.
Some of the most popular enumeration techniquésdadhe following:

Through Instant Messaging software
Through Websites

Through HTTP and scripting methods
Through Email Headers

Through Internet Relay Chat (IRC)
Through Netstat

Now we discuss these techniques of enumeratingteefRcaddresses and the countermeasures that
you can be employed against them.

Remote System Accessing Through Instant M essaging Softwar e

The most common technique of enumerating the IResddof remote systems is through instant
messaging software such as ICQ, MSN Messenger, of Mtessenger, AIM, and so on, some of
which are discussed briefly in this section.

1CQ
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| Seek You, or ICQ, is among the most popular amgtsoftware around. With it comes not only
a fun and easy way to pass the time, but also isgconcerns. Specifically, whenever you start a
chat session with a friend in ICQ, a direct conimecbetween you and your friend is opened by
the ICQ software with the help of the ICQ servehu3, assuming that your IP address is
XX.XX.XX.Xx and your friend's IP address is yy.yyyy, all messages that you type are sent in the
following manner:

ICQ has a built-in IP address hider, which, wheabded, should hide your IP address from those
users with whom you are chatting. Like most sofeyanowever, IP-hiding software is not
perfect. Indeed, you can find out the IP addresngflCQ user even iP hiding has been enabled
by following these steps:

(i) Launch MS-DOS.

(i) Type netstat -n to get a list of already open partd the IPs of the machines with
which a connection has been established. Jot dioisigt.

(iiLaunch ICQ, and send a message to the victim

(iv)While you are chatting, return to MS-DOS and agasue the netstat -n command.
You will find a new IP signifying a new connectiorhis will probably be the victim’s
IP address.

It should be remarkable here that this method tdiinlng the IP address of the person with whom
you are chatting is quite common because it womkly avith ICQ and other select instant
messengers. However, it does not work with MSN eregsr, Yahoo messenger, and other similar
messengers.

Other Instant Messengers

Whenever you start a chat session with a friendtber instant messengers like MS Messenger, an
indirect connection between you and your friendgened via the MS server. Thus, all me sage that
you type first go to the MS server, which then fards them to your friend and vice versa.
Communication takes place in the following manner:

XX XX XX XX —> MSN server ------------ememeee = VY.YY.YY.yy
(you) (your friend)

Similarly, all the messages that your friend typech you in the following manner:

YY.YY.YY.YY oo —> MSN server ------------omoeeo = XXXXXX.XX
(your friend) (you)

Because an indirect connection is established legtweur system (xx.xx.xx.xx) and your friend's
system (yy.yy.yy.yy), issuing the netstat -n comchalmes not reveal your friend's IP address. It
instead displays the IP address of the MSN se(¥é&e same is true for AOL Messenger, Yahoo
Messenger and most other messaging software.) Haweven utilities such as MSN Messenger
are vulnerable to disclosing the IP address oftdénget system when the netstat -n command is
issued. All you have to do is to follow these steps

(i) Get the victim to come online and chat with youM&N Messenger.

(i) Use MSN Messenger's built-in file-transfer featiorsend a file to the victim.

(il)When the victim accepts the file transfer ahe transfer process starts, launch MS-DOS

and issue the netstat —-n command. The victim'dtRess will be revealed because when

files are transferred, a direct connection exigsvben you and the victim; there is no
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mediating MSN server.

Here, we remark that an attacker will be ablend fout a remote computer's IP address even if they
send a request for a call and the victim accepts it

Counter Measuresin Instant M essaging Software

Unfortunately, using messaging software does make gystem vulnerable. If you are looking
for a fool-proof counter-measure, or if you arelyeparticular about remaining anonymous while
instant messaging, then you should probably statiolg! If that's not an option, there are a few
ways to prevent from hackers.

First, and most simply, do not accept any file $fars-or call requests from people you do not
trust. This will prevent those with malicious intefnom getting a look at your IP address.
Another thing you can do is to install on your systa firewall that does not respond to external
packets coming from not-trusted sources. This pviévent attackers from sending malicious data
packets to the victim.

Cautions

Using a firewall will not prevent people from fimdj out your IP address, since it does not
prevent attackers from using the netstat commargb,Some firewalls even filter out normal
chat conversations, thus making the use of insteggsengers impossible. The most fool-proof
counter-measure you can take to prevent hackems tbtaining your IP address via instant
messaging software is to chat through proxy semadVNingate, WinProxy and many others. A
proxy server acts as a buffer between you andetm®te system on the other end. As a result all
communication between you and the target systeestplace via the proxy server. In the event
someone on the target system tries to get youdtiPeas, only the proxy server's IP address-not
yours-will be revealed. Almost all instant messeageipport the use of proxy servers.

For example, if you are using MSN Messenger to wlidit your friends, you can connect via a
proxy server by following these steps:

(i) Click on Tools> Options.

(i) Click on theConnectiortab.
(ii)Check theUse a Proxy Serveption.

(iv) Enter the requested information about your proxyesen the space provided and click
the OK button.

Remote System Accessing Through Websites

Another common technique used by attackers to cotlee IP addresses of innocent users is
through Websites. It is quite easy to develop a $leland to track the IP addresses of all the
people who visit it. One way to do so is to modifg following script to create a file that records
IP address of each visitor: (this particular scwit show the IP address only for systems with
Netscape browsers with Java enabled):

<HTML>

<BODY>

<SCRIPT>

var ip = new java.net.InetAddress.getLocalHost();

var ipStr= new java.lang.String(ip);

document. writeln(ipStr.substring(ipStr. indexOfH 1));

</SCRIPT>
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</body>
</HTML>

This proves that even while you surf your favostees, your privacy is at stake. This arises the
guestion how exactly is a site that you are coratktd able to get so much information about you?
The answer to this question lies in the Hypertaxin§fer Protocol (HTTP).

Remote System Accessing Through HTTP Protocol

What exactly happens when you type a URL (unifoesource locator) in the location bar of a
browser? First the browser performs a DNS queryamyerts the human-readable domain name
(like hotmail.com) into a machine-readable IP addgr®nce the browser gets the IP address of the
host, it connects to port 80 (which runs the HTHerdon by default) of the remote host and uses
HTTP commands to request the host for a partidoaument or page. (HTTP is the protocol used
by browsers to communicate with hosts-that is,slo far a particular file at a specific URL or to
send or post data to the server.) One is nevereawfahis process, as it occurs in the background.
In this section, we will learn how to manually gaout what the browser does automatically. Since
the HTTP port is port 80, one must first telnetptrt 80 of the server that stores the page or
document that one wants to request, and then typalésired HTTP commands at the prompt.
After each HTTP command, press Enter twice to shkedcommand to the server or to invoke a
response from a server. (It is just the way the AprFotocol works).

When the browser asks for a file at a specific URLs said to request information. A typical
HTTP request is as follows:

geturl HTTP/1.1

For example, suppose you want to request the ditufile from the Websitevww.gmail.com.

This can easily be done by simply using the telneityitid connect to port 80 afww.gmail.com
and typing the following:

telnetwww.gmail.con80
get /about.htm HTTP/1.1

The preceding command requests the about.htmwiiiggh is stored in the root directory (specified
by the/) on the server www.gmail.conthis command can be broken down into three parts:

» get. This specifies that the HTIP get method (gsoepd to the post or head method) is to be
used.

 /about.htm. This specifies that the request igHerfile about.htm, stored in the root directory.
« HTTP/1.1. This specifies the version of the HTTBtpcol to be used.

Merits of the get, post, and head M ethods

The get method, which is the most widely used method,sisduby browsers to request pages or
documents. With this method, the client (in thisesathe browser) requests a page from the server
(the host to which the browser is connected).

The post method is used to upload files to the server. Tine$hod is used when you upload your
Website not by using the FTP service, but by uplaadlles through an HTML page. This method
heralds a reversal of roles in which your browseedmes the server and the host to which your
browser is connected becomes the client.

Thehead method is the least popular method; as such, Eple know about it. You use the head
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method when you want to make sure a particular ékests at a particular URL without

downloading the entire file. This method simply ddeads the header information of a particular
file, but not the entire file.

With all its methods and replies, the HTTP protognles away a lot of information about the
sender of a particular HTTP message.

Counter Measures

Although it's true that surfing the Internet cammgmomise your system, there are a few steps you
can take to protect your privacy. The easiest wajotso is to connect to various Websites through
an anonymous surfing service such as anonyrnizaraoantionline.com. Such services not only
hide your IP address from hosts that you visity thlso hide all other information about you, such
as your browser name, operating system, and so on.

Another thing you can do to protect your identgyto surf via an anonymous Web proxy server. A
proxy server is basically a server that acts asifeebbetween the client (you) and the host to
which you are connected, as illustrated here:

Client ------------- —> Anonymous service/proxy server  ----------——---> Host

Host ------------- -—> Anonymous service/proxy server ----------——--—> Client

As you can see, there is never a direct connedietween the client and the host; all
communication takes place through the proxy sei¥é¢e host is running any malicious scripts,
the information extracted by those scripts will dd@out the proxy server, not about you. Note,
however, that unlike anonymous surfing servicesxpservers hide only youiP address; they do
not filter out other client information such as threwser name, operating system, and so on.
Some Popular Anonymous Surfing Proxy Servers

(i) Utility Name: Anonymizer.com

Features: A very good online anonymous surfingxprserver that protects the

identity of users. The most popular Websiteshdweked in the freeware version and
require registration.

Download URL: http://www.anonymizer.com

(i) Utility Name: Anonymizer.ru
Features: Similar to previous one, but complefede.
Download URL:_http://www.anonymizer.ru

Remote System Accessing Through Email Headers

The email headers of every single email sent oririte¥net contains the IP address of the person
who sent that particular email. Hence, each time m@teives an email one can easily study the
email headers to reveal the identity of the pensti actually sent that particular email. Ideally
each time one receives an abusive email, one slalldgv the below easy steps and try to trace the
source of the email:

(i) Open email headers of the email

(ii) ldentify the Internet Protocol (IP) address of doenputer that was used to send the
email.

As soon as one receives an abusive email, thefirshéhing that one must do is to try and open its
full email headers. One should go under the optmmproperties menu and ensure that the Full
headers/Advanced Headers option has been selddtezk the full email headers have been

33



Er. Asm Ahmad et al Journal of Eng. And Techn. Research, 2013, 1(1):22:41

enabled, then each incoming email is displayed itsthespective full email headers. Moreover, on
some email client programs, one can view the folaié headers of an email by simply right
clicking on it and selecting the properties option:

For example, in Outlook Express or Microsoft Oukpone can view the full email headers by
simply right clicking on the suspect email and sty the properties option:

On the other hand, online email service provideke [Yahoo, Hotmail, Gmail and others
require users to enable the Full Headers/Advancestlers option:

Once the full email headers of the suspect emag lh@en opened, one should then try to obtain the
IP address of the source system that was usedni the email. One of the most common
techniques of finding the source IP address isd& for the following line:

X-Originating-1P: 210.62.15.92

This particular line contains the IP address ofdberce system that was used to send the suspect
email. For example, in this case, the source IRemdds 210.62.15.92. Unfortunately, not all email
headers have the above line embedded in themose ttases, where the above line is missing, one
can find the source IP address in the last or bettwost 'received’ line.

Counter Measures

There are a few counter-measures you can takeotegbryour privacy when you use email. For
example, if you want to remain completely anonymwhge sending email, your best bet is to use
an anonymous re-mailer or to connect to your nawver using an anonymous proxy. Aside from
that, you should be particular when choosing anilesesvice. Look for ones that provide you

some sort of security of your identity, if not coefie anonymity.

Remote System Accessing Through Internet Relay Chat (IRC)

You can determine the IP address or hostname ainengn your IRC channel by simply typing the
following command in your favorite IRC software corand prompt:

/WHOIS nicknameofvictim

And the output generated contains “nicknameofvittialiowed by my dynamic IP address, which
can be used for various malicious purposes.

Remote System Accessing Through Netstat

Another common method of getting the IP addresoafeone on IRC is to initialize a direct client
connection (DCC) with the target system for a c®atsion or for transferring a file, and then using
the ever-so-friendly netstat command to get thénals IP address. You can initiate a DCC session
by using the following command:

/dcc sendhickname full_file_path

This command initiates a DCC with nickname (reptiaedth the target's nickname) and sends the
file whose full path is full_file_path (replacedtiithe target file's full path). Alternative comndan
is as follows:

/dcc chanickname

This command initiates a DCC with nickname (repth@ath the target's nickname) for a chat
session.
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Once either of the preceding DCC sessions hasihgmtized, simply type the netstat command in
the command prompt to reveal the IP address opénson with whom the DCC session has been
established.

Counter Measures

One precaution is to use the built-in functionafitpvided by most IRC servers to hide your IP
address. Hence it is a good idea to only choosseti®C servers that either hide your IP address or
that provide some kind of security with regard tidentity (one such secure IRC network is
suid.net). Either of the following commands (depegdupon the IRC server that is being used)
will work to hide your identity:

* /modeyour _nicknamerx

* /modeyour_nickname-z

Also, regardless of what type of IRC software yse,uyou should never reveal our real full name
and real email address in the options dialog boxhef IRC software. Another way to protect
yourself is to never accept DCC requests from pegpl don't know. Even if you have used the
preceding commands to hide your IP address, yostdreulnerable if you accept DCC requests
because in a DCC session, a direct connectiortableshed between your computer and that of the
IRC user who entered the DCC request.

Finally, you can protect your identity by bouncigigur IRC session off a proxy server such as
Wingate or a firewall so that all packet transfbetween you and the IRC server occur via the
proxy or firewall like so:

Your system  ------------ > Proxy/Firewall  ------------moeeeeem- => IRC server

IRC server  ------------ = Proxy/Firewall  -------------mmmeumo => Your system

As a result, when the attacker tries to get infdromeabout you, he will instead get the IP address,
hostname, and so on of the proxy or firewall.

Hiding IP Addresses

As you know well that IP address act as our idgmtitany network (say Internet), so it is important
to protect our IP address. There are two most camexhniques of hiding IP address that are:
* Network Address Translation (NAT) Networks
* Proxy Servers

Network Address Trandation (NAT) Technique

The current implementation of IP addressing pravidsers with a very limited number of IP
addresses that can be used for connectivity puspdgesolve this problem of shortage in available
IP address space, a number of organizations haveedtimplementing NAT addressing which
allows them to use a single public IP address flarge number of internal systems having unique
private IP addresses. This allows organizationgdister a single public IP address and yet be able
to connect a large number of internal systems (witlque private IP addresses) to the Internet.
Such networks are known as NAT networks. All ingraystems in such a NAT network use a
common public IP address to communicate with akmal systems on the Internet. In other words,
if an external system communicates with two inteayatems in a NAT network at the same time,
it will be impossible for it to differentiate betee the two systems. This is because both the
systems within the NAT network will be using a coommpublic IP address for all their
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communication needs. Due to this reason, NAT netsvdrave also started being used by
individuals to protect themselves by hiding behimel safety of the public IP address.

Typically a NAT network consists of a large numbéthe internal systems which are connected to
the Internet through a routing device known as arNvax. It is this NAT box that acts as the core
and controls all routing, addressing and interfgeequirements of the network.

Such a NAT network allows an internal system to mmmicate with any remote host on the
Internet. At the same time, NAT networks are ablgiovide users with the added advantage of
anonymity and IP protection. Hence, organizatioftenouse such networks to protect the real
identity of their internal computers. This techreqaf using NAT boxes is often also known as
network masquerading or IP-masquerading.

The communication process that takes place in a Nwiwork can be recapitulated in the
following manner:

(i) Internal Source System creates and sends a datatfa the external system.

(i) The NAT box changes the source port number amadtiRess of the data packet to
allow correct transmission and routing. It themwlards the data packet to the actual
destination.

(iif) The destination sends back a reply to the publiad@&ess of the NAT box and the new port
number. This new port number is used by the NAX toadentify the actual internal source
system.

(iv) The NAT box forwards the reply packet to the intdrsystem and completes the
transmission  process.

There are a variety of different types of NAT netks) which differ mainly on the working of the
NAT box shown in table 4.1:

Table 4.1: Different types of NAT networks '

Typeof NAT Network Functioning of NAT Network

The functioning is similar to what we have discast# now. A
A Symmetric NAT unique mapping ID is used for each session indidtg any interna
system.

Requests from a particular internal IP address apwdrt number ig
mapped to the same external IP address and pofberurxterna
incoming traffic is allowed to connect to interisgktems

Full Cone NAT

Same as previous except that external incomingidrdé not
Restricted Cone NAT | allowed to reach the internal systems without thiernal system
first sending data to that particular external derass.

A Port Restricted Cone| Same as previous except that the incoming trafficestricted ta
NAT even a specific port number.
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Proxy Servers

A proxy server protects the identity of your systEom the wilderness of the Internet by acting
as a buffer between you and the remote host to hwlyigu are connected. Instead of
communicating directly with the host, your systestablishes a direct connection with the proxy
server. The proxy server, in turn, establishesramection with the remote host to which you want
to connect. Any messages sent to or from your systee routed through the proxy server, as
shown below:

My System  ------m-moe- -~  Proxy server = ----------- - Remote Host
Remote Host ~ ------------ - Proxy server  ------------ - My System

Some of the most popular proxy servers includddhewing:
= Squid. This is a great transparent proxy server for Liplatforms.

= Wingate. This proxy server is nearly equivalent to Squitiworks on the Windows platform.
=  WinProxy. Another extremely popular proxy server.

= Microsoft Proxy Server. Yet another popular proxy server for the Windovegfprm.

CONCLUSION

Present paper provides a comprehensive analysigenfthing related to IP addresses and Network
system accessing. It also throws light on variooisng of IP addresses and includes detailed
discussion of various ways in which a user can fintl a remote computer’s IP address on any
network say Internet. Conversely, it also expladimes various techniques and methods of hiding IP
address. Also this paper includes various countasures that can be employed in any network to
protect against various forms of IP tracing and a@system accessing activitidanally with
drawing these conclusions we summarize as following

* Network Access Control is a kepmponentf any network security solution. The need to
understandhe identity and health of an end system befonnectgo the network is
critical in ensuring busines®ntinuity and overall security.

* Enterasys offers ampen-architecture, standards-basgmproachto Network Access
Control and delivers a solution that meets the mao#ical security needs of any

organization.

* The experimental techniques explored herein forotensystem accessing and network
security are much more simple and efficient in dhetection of network intrusions,
compared with network based techniques; theretbeeproposed experimental techniques
are useful particularly for network users.

» The proposed experimental techniques providecamprehensive approacto the
requirement®f assessingny end system, authorizing network usage basead variety
of important contextenforcing security anthusiness communicatigolicies, notifying
out-of-complianceend users andssistingthem in safe and secureemediation,and
providing significantcompliancedata.
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